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TRANSPORTNI SLOJ

o Komunikacija na transportnom sloju se ostvaruje izmedu krajnjih hostova u
komunikaciji.

o Obezbeduje pouzdanost i kontrolu toka
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ULOGA TRANSPORTNOG SLOJA

WWW.CiSCO.com

TCP Segment

l TCP Segment

TCP Segment

1. Prati individualnu komunikaciju izmedu aplikacija na izvoru i odredistu
2. 0Od podatka kreira segmente koje na odredistu sastavlja ponovo u podatak

3. Najedinstven nacin oznacava tj. identifikuje svaku sesiju
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TRANSPORTNI SLOJ

Svaki host u mrezi moze istovremeno da pokrene vise aplikacija

Zadatak transportnog sloja je da upravlja ovim sesijama izmedu izvorisnog i
odredisnog racunara

Jedan klijent moze da uspostavi vise istovremenih konekcija sa razliditim
serverima

Multiple Web Pages

Instant s o
Messaging |, —_ -

'L L

Email

To: you@example.com
From:
me@example.com
Subject: Vacation



TRANSPORTNI SLOJ
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IDENTIFIKACIJA APLIKACIJE

' Port Numbers
Source Port (1ahits) Destination Port (16 hits) |

Length (16 bits) Checksum (16 bits) 3 F T S D T S
-
S35 T|E|M | N|F|N
Dt EIP|L|(T|S| T M
N| P P P
E
0 15 16 31 Port T
16-bit Source Port Number 16-bit Destination Port Number Numbe rs=>

32-bit Sequence Number

TCP UDP

Transport
Layer

32 bit Acknowledgement Number

4-bit Header 6-bit UAPIRS|IF
Length (Reserved) 2 E a $ N I 16-bit Window Size
16-bit TCP Checksum 16-bit Urgent Pointer Tra nsportnl SIOJ Zadaje Sva kOJ apllkaCIJI
S— identifikator koji se zove port.
ptions (if any,
Data (f any) Na osnovu broja porta transportni sloj

identifikuje svaku aplikaciju.



TRANSPORTNI SLOJ
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TCP / UDP

TCP/IP Model

1, ]
Application

IP Telephony Streaming Video

SMTP/POP
(Email)
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Required protocol | TR /  upP | E::}%L;irrﬁss?mtnnnl

prnpert_les: \ Ry

* Reliable : \ » Low overhead

- Acknowiedge . Dosa nt reqie
data ‘ acknowledgements

« Resends lost _ « Does not resend
data lost data

- Delivers data Network Access * Delivers data as it
in order sent arrves

TCP i UDP koriste se za razlicitu vrstu saobracaja



TCP / UDP

0 15 16 31
16-bit Source Port Number 16-bit Destination Port Number
Source Port (16 hits) Diestination Port (16 hits)
32-bit Sequence Number
Length (16 bits) Checksum (16 bita)
32 bit Acknowledgement Number
4-bit Header 6-bit UAPIRSIF Drata....
Length (Reserved) | R ¢SS 1! 16-bit Window Size
GKHTNN
16-bit TCP Checksum 16-bit Urgent Pointer
’ Options (if any) 7
Data (if any)

TCP je znatno kompleksniji od UDP-a



TCP / UDP

Application Layer Data

Piece 1 Piece 2 Piece 3
TCP Segment UDP Datagram
Piece 1 _ Piece 2
Piece 2 _ Piece 1
Piece 3 _ Piece 3
A

TCP HEADER obezbeduje:

* Izvorisni i odredisni port

* Sekvenciranje segmenata

* Potvrda segmenata na prijemu

» Kontrola toka i upravljanje nagomilavanjem

UDP HEADER obezbeduje:
* Izvorisni i odredisni port




TCP

Internet

The final 3
segments are
received and

acknowledged.

Server Farm



UDP

Internet

The file server

receives all 6

segments, no
acknowledgment
is sent.

ISP 2

Server Farm




TCP SERVISI

0 15 16 31

TCP obezbeduje sledede servise:

16-bit Source Port Number 16-bit Destination Port Number

32-bit Sequence Number

* Pouzdana isporuka (Reliable delivery)

32 bit Acknowledgement Number

4-bit Header 6-bit U APIR S F
Length (Reserved) 2 & E‘ ? E :\1 16-bit Window Size
¢ Dete kCIJa gre§a ke ( Error ChECki ng) 16-bit TCP Checksum 16-bit Urgent Pointer
Options (if any)
» Kontrola toka (Flow control) Data (f any)

» Kontrola nagomilavanja (Congestion control)

* Isporuka u tacnom redosledu (Ordered delivery)

» Uspostavljanje konekcije (Connection establishment)



TCP - KARAKTERISTIKE

HTTP FTP

File ‘;, Sites l‘u:\ar’\agE.HE-\p
L4+ X BlE[E A e
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TCP je konekcioni protokol (Connection-oriented)

TCP dodaje 20 Bajta kontrolnih informacija u zaglavlju za svaki segment

Podaci na transportnom sloju se zovu segmenti



TCP - KARAKTERISTIKE

AN

Application Data (100,000 bytes)

ANN

\ 4 \ 4 \ 4 \ 4 \ 4

AN

1-1000 1001-2000 2001-3000 3001-4000 4001-5000 ~/

TCP 1-1000 TCP Segment

 TCP enkapsulira podatak u veliki broj segmenata.
— Segmenti obezbeduju da komunikacija kroz mrezu bude efikasna.
* TCP zaglavlje ukljucCuje sledecée informacije:

— Source port number i Destination port number prate svaku pojedinacnu
komunikaciju

— Sequence numbers numeracija svakog segmenta.

— Window size definise kontrolu toka za sesiju.

— Error checking mehanizam za proveru gresaka




POUZDAN PRENOS | KONTROLA TOKA

0 15 16 31

16-bit Source Port Number 16-bit Destination Port Number

32-bit Sequence Number

32 bit Acknowledgement Number

4-bit Header 6-bit U A P| Rl S| A
Length (Reserved) | R € S| S| Y 16-bit Window Size
Kl H T| N[ N
16-bit TCP Checksum 16-bit Urgent Pointer
Options (if any)
Data (if any)

Client .
Clhe nt Window
Size=5,000

ACK=5,001

Window

Sewer
Size:."‘lﬂsnno .

Client Wingg,,

S ize= 5, 000

Web MSS of 1,000 bytes

Send
Window=5,000

SEQ=1 (to 1,000)

SEQ=1,001 (to 2,000)
SEQ=2,001 (to 3,000)
SEQ=3,001 (to 4,000)
SEQ=4,001 (to 5,000)

Server

* Na prijemu, svaki segment se pregleda i rekonstruise u data stream na osnovu

sequence brojeva

— Segment koji nedostaje trazi se od izvora.

* Nakon toga se segment prosleduje odgovarajucoj aplikaciji



REDOSLED ISPORUKE SEGMENATA

Same order delivery ensures that the
segments are reassembled into the
praper order.

Different segments
may take different
routes.

Segmenti putuju kroz
mrezu razli¢itim rutama,
na odrediste stizu
razli¢itim redosledom

Segment 3

Segment 6

Segment 6
J Segment 3




TCP SEGMENT U WIRESHARK-U

File Edit VYew Go

= e

Source Port (16)

Destination Port (16)

Filter: I http

Mo. |Time

Sequence Number (32)

1010 9.7343070

1012 9.7952120(

1016 9. B442B8001

Acknowledgement Number (32)

json)

1017 10.003812
Header

Length (4)

-

Frame 1012: 95(

Reserved (6)

Ethernet II, S5

Control

Bits (6) Window (16)

Fipt) S

INTernet Protog
Transmission Cd
source port:

0HEEMH

Checksum (16)

Urgent (16)

96

Destination
[5tream inde
Sequence numy

Options

[Next sequen
Acknowledgme
Header Tengt

Application Layer Data

# Flags: OxO018 (PSH, ACK)
Window size value: 65520

# Checksum: Oxfe88 [validation
H [SEQ/ACK analysis]
[+ Hypertext Transfer Protocol

[calculated window size: 65520]
[window size scaling factor: -2 (no window scaling used)]

disabled]

AR eF 70 3 &1 [ T | To 2F [

AQ &F

T

TA A Smadaw? mhavleco+

0000 cB8 d7 19 cc a0 BS 24 77 03 45 5d c4 0B 00 45 00 ...... $w .E]...E. il
0010 03 a8 Of c8& 40 00 B0 06 cb 92 cO a8 01 74 42 7 B ... TBU
0020 17 64 c2 el 00 50 cc 6e 68 ce 2c d9 ba 56 50 18 .do. Pon K, WP
0030 ff fO fe B8 00 00 47 45 54 20 2f a6d 32 2f 63 690 ...... GE T /m2/ci
0040 73 63 6fF 73 79 73 74 65 6d 73 69 62 63 2f 6d 62 scosyste msinc/mb :j

Ol File; "C:\Users\Bob\AppData\Local{Tempiwiresh...

£ &F To
P.. |Proﬁ|e:DefauIt



TCP SEGMENT U WIRESHARK-U

File Edit Wew Go Capture Analyze E’Eﬁsl

Source Port (16) Destination Port (16)
B & el =N -
Sequence Number (32)
Filter: | http
Mo, |'I'|me |Snur::e

Acknowledgement Number (32)

1010 9.73430700173.37.145. 8

1012 9.79521200192.168.1.116 .
1016 9. 84428000 66.117.23.100 Header Reserved (6) Control Bits Window (16)
1017 10.0038130 fe80::15Ff:98d4 Length (4) (6)
1
® Frame 1012: 950 bytes on wire Checksum (16) Urgent (16)
® Ethernet II, Src: IntelCor_45:

F Internet Protocol version 4, 5
E Transmission Control Protocol
| source port: 49889 (40883)
Destination port: http (80)
[stream index: 12]

Options

Application Layer Data

sequence number: 2457 (relative sequence number)

[Next sequence number: 3353 (relative sequence number)]

Acknowledgment number: B167 {relative ack number)

Header length: 20 bytes i
Flags: 0x018 (PSH, ACK) Source Port (16 blta)

window size value: 65520

[calculated window size: &5520] . 3 3 o : : o
Cwindou oize scaling factors -2 (no wind Broj porta aplikacije koja uspostavlja sesiju.
# Checksum: 0xfe88 [validation disabled] vt . . e e e e ..
[SEQ/ACK analysis] — Dynamicki se zadaje hostu koji inicira konekciju.
¥ Hypertext Transfer Protocol

Opseg portova je od 1024 do 65,535.




TCP SEGMENT U WIRESHARK-U

File Edit Wew Go Capture Analyze E’Eﬁsl

Source Port (16)

Destination Port (16)

Sequence Number (32)

= & @ BE X2
Filter: Ihth:l
Mo. |'I'|me |Snur::e

1010 9.73430700173.37.145. 8

Acknowledgement Number (32)

1012 9.79521200192.168.1.116

1016 9. 84428000 660.117.23.100
1017 10.0038130 fe80: :15Ff:98d8
J

Header Control Bits
Length (4) Reserved (6) (6)

Window (16)

H Frame 1012: 950 bytes on wire
® Ethernet II, Src: IntelCor_45:

Checksum (16)

Urgent (16)

F Internet Protocol version 4, 5
E Transmission Control Protocol,
Source port: 49889 (498E9)

Options

| bestination port: http (80)|
[stream 1ndex: 12]

Application Layer Data

[Next sequence number: 3353
Acknowledgment number: B167
Header length: 20 bytes

H Flags: 0x018 (P5SH, ACK)
window size value: 63520

Sequence number: 2457 (relative sequence number)

(relative sequence number)]
{relative ack number)

[calculated window size: 4

# Checksum: 0OxfeB8 [validati
H [SEQ/ACK analysis]
# Hypertext Transfer Protocol

[Wwindow size scaling factd DEStination Port (16 bita)

Broj porta aplikacije koja se poziva.

Obicno je to brojizmedu 1i 1023.




TCP SEGMENT U WIRESHARK-U

Destination Port (16)

File Edit Wiew Go Capture Analyze Statistics Telepl
Source Port (16)
B & & BE X2 &4
Filter: Ihtn:l
Ma, |'I'|me |Snur::e

Sequence Number (32)

1010 9.73430700173.37.145. 8
1012 9.79521200192.168.1.116

Acknowledgement Number (32)

1016 9. 84428000 66.117.23.100
1017 10.0038130 feB80::15ff:98d8:d28: 86

d

Header

Length (4) (6)

Reserved

Control

Bits (6) Window (16)

H Frame 1012: 850 bytes on wire (7600 bi
® Ethernet II, Src: IntelCor_45:5d:c4 (2

Checksum (16)

Urgent (16)

® Internet Protocol Version 4, Src: 192.
= Transmission Control Protocol, Src Por

Options

Source port: 49889 (49889)
Destination port: http (80)
[stream index: 12]

Application Layer Data

sequence number: 2457 (relative sequence number)

[Next sequence number: 3353 (relative sequence number)]

Acknowledgment number: 8167 (relative ack number)
Header length: 20 bytes
# Flags: 0x018 (PSH, ACK)
wWindow size value: 65520
[calculated window size: 65520]
[Window size scaling factor: -2 (no window scaling used)]
# Checksum: Oxfe88 [validation disabled]
H [5EQ/ACK analysis]
# Hypertext Transfer Protocol

Sequence Number (32 bita)
Obezbeduje pouzdanost.
Numeracija segmenata

Na osnovu ovog broja odrediste
zna koji segmenti nedostaju.

|zvor identifikuje strim segmenata.




TCP SEGMENT U WIRESHARK-U

File Edit Wew Go Capture Analyze Statistics Td

Source Port (16) Destination Port (16)
= B X2 &
Sequence Number (32)
Filter: Ihtq:l
Mo. |T|me |Sour::e

Acknowledgement Number (32)

1010 9.73430700173.37.145. 8

1012 9.79521200192.168.1.116 Head Control
1016 9. 84428000 66.117.23.100 eader Reserved (6) ontro Window (16)
1017 10.0038130 fe80: :15FF:98d8:dz28:| Length (4) Bits (6)
a
# Frame 1012: 950 bytes on wire (7600 Checksum (16) Urgent (16)
# Ethernet II, src: IntelCor_45:5d:c4

# Internet Protocol Version 4, src: 19

Options
E Transmission Control Protocol, src A
Source port: 49889 (49889) R
Destination port: http (BO) Application Layer Data
[stream index: 12]
Sequence number: 2457 (relative sequence number)
[Next seguence number: 3353 (relative seguence number 1]
LAcknowledgment number : 8167 (relative ack number) | .
feader Tengthi 20 bytes e Acknowledgement Number (32 bita)

M Flags: Ox018 (PSH, ACK)
window size value: 65520
[calculated window size: 65520]
[Wwindow size scaling factor: -2 (no window scaling used)
® Checksum: 0Oxfe88 [validation disabled]
[SEQ/ACK analysis]
# Hypertext Transfer Protocol

— Obezbeduje pouzdan prenos.

Ukazuje na slededi TCP oktet.




TCP SEGMENT U WIRESHARK-U

File Edit Yiew Go Capture Analyze GStafistics Ta

Source Port (16)

Destination Port (16)
B o e L BEE XA
Sequence Number (32)
Filter: Ihth:l
— Time Source Acknowledgement Number (32)
1010 9.73430700173. 37.145.8
1012 9.79521200192.168.1.116 Header Reserved (6) Control Window (16)
1016 9. 84428000 66.117.23.100 Length (4) Bits (6)
1017 10.0038130 fe80::15ff:98d8:d28:
(| Checksum (16) Urgent (16)
Frame 1012: 950 bytes on wire (7600 Options
Ethernet II, Src: IntelCor_45:5d:cd
Im:ermlet Erotoco'l version 4, src: 14 Application Layer Data
= Transmission Control Protocol, src f
Source port: 49889 (49889)
Destination port: http (80)
[stream index: 12]
Sequence number: 2457 (relative sequence number)
[Next sequence number: 3353 (relative seguence number)]
Acknowledgment number: 8167 (relative ack number)

| Header Tength: 20 bytes |
Flags: Ox018 (PSH, ACK) i
window size value: 65520 Header Length (4 b|ta)
[Calculated window size: 65520]
[Window size scaling factor: -2 ( . 78 2
Chockoun: OxFoss [volidation disal — Ukazuje na duzinu TCP zaglavlja u segmentu
[SEQ/ACK analysis]
Hypertext Transfer Protocol




TCP SEGMENT U WIRESHARK-U

File Edit W¥iew Go Capture Analyzd
Source Port (16) Destination Port (16)
B & el R=R=R

Filter: Ihtnj Sequence Number (32)

Mo, |T|n'|e |Snurce

1010 9.73430700 173. 37. 145 Acknowledgement Number (32)
1012 9.79521200 192.168.1.

1016 9. 84428000 66.117.23. Header Control Bits .
1017 10.0038130 fe80: :15F L ength (4) Reserved (6) (6) Window (16)

|

Frame 1012: 950 bytes on |\ Checksum (16) Urgent (16)
Ethernet II, Src: IntelCo

Internet Protocol Version

= Transmission Control Prot Options
Source port: 49889 (498
Destination port: http Application Layer Data
[stream index: 12]
Sequence number: 2457 (relative sequence number)

[Next sequence number: 3353 . .
Acknowledgment number: 8167 ContrOI BItS (FlagS) (6 blta)
Header Tength: 20 bytes
|5 Flags: 0x018 (PSH, ACK) ]
window size value: 65520
[calculated window size: 65520]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: 0xfe88 [validation disabled]
[SEQ/ACK analysis]
Hypertext Transfer Protocol

Ukazuje na tip(Syn, Ack, Fin,...) TCP segmenta.




TCP SEGMENT U WIRESHARK-U

Fle Edit View Go Capture Analyze
Source Port (16) Destination Port (16)
B o el B E X
Sequence Number (32)
Filter: Ihtq:l
Na. — [Source Acknowledgement Number (32)

1010 9.73430700173. 37.145.

1012 9.79521200192.168.1.1; Header Control Bits .
1016 9. 84428000 66.117. 23.1 Reserved (6) Window (16)
Length (4) (6)
1017 10.0038130 fe80: :15ff:
l Checksum (16) Urgent (16)
# Frame 1012: 950 bytes on wi

# Ethernet II, src: IntelCor
F Internet Protocol Version

Options

F Transmission Control Protod
Source port: 49889 (49889

Application Layer Data

Destination port: http (80)
[stream index: 12]
Segquence number: 2457 (relative sequence number)
[Next seguence number: 3353 (relative sequence number)]
Acknowledgment number: 8167 (relative ack number)
Header length: 20 bytes

# Flags: 0x018 (PSH, ACK)

Window (16 bita)

Broj u oktetima koje je prijemnik
spreman da prihvati.

Window s1ze value: 65520
[Ccalculated window size: 65520]
[Window size scaling factor: -2 (no window scaling used)]

U toku razmene podataka ovaj broj

# CHecksum: UXTess [validation disabled]
# [5EQ/ACK analysis]
# Hypertext Transfer Protocol

moze da se menja.




TCP SEGMENT U WIRESHARK-U

File Edit View Go

Capture Analyze Statisticy

BEHX 24

S & @

Source Port (16)

Destination Port (16)

Filter: I http

Sequence Number (32)

Ma, |T|me |Saurce

1010 9.73430700173.37.145. 8

Acknowledgement Number (32)

Header
Length (4)

1012 9.79521200192.168.1.116
1016 9. 84428000 66.117. 23.100
1017 10.0038130 feB0::15ff:98d8:d

Reserved (6)

Control

Bits (6) Window (16)

0| Checksum (16)

Urgent (16)

# Frame 1012: 950 bytes on wire (7
F Ethernet II, Src: IntelCor_45:5d

Options

F Internet Protocol Version 4, 5rc
E Transmission Control Protocol, S
Source port: 49889 (49889)

Application Layer Data

Destination port: http (80)

[stream index: 12]

Sequence number: 2457 (relative seguence number)

[Next sequence number: 3353 (relative sequemseoumbasil

Acknowledgment number: 8167 ({relative ack
Header Tlength: 20 bytes
Flags: Ox018 (PsSH, ACK)
window size wvalue: 65520
[calculated window size: 65520]
[Window size scaling factor: -2 (no window scaling used)]
| ® Checksum: 0Oxfe88 [validation disabled] |
H [SEQ/ACK analysis]
# Hypertext Transfer Protocol

Racu

Checksum (16 bita)

na checksum-u zaglavlju i data polju.




PORTOVI

00-07-E9-42-AC- J00-07-E9Q-63-CE-53|192.168.1.5§ 192 1658 1.7 21 1305 § User Data | Trailer
28
Dest MAC Source MAC Src IP Dest IP Dest Source
port port

FTP client source port:1305

Web client source port: 1099

FTP connection

_FTP

Web

Source
192.168.1.5

00-07-E9-63-CE-53

FTP server dest port:21

Web server dest port:80

Destination
192.168.1.7

00-07-E9-42-AC-28

Web connection

00-0F-E9-42-AC- |00-07-EQ-63-CE-53 | 192.1658_1.5] 192 168.1.7 80 1099 User Data | Trailer
25
Dest MAC Source MAC Src P Dest IP Dest Source

port port




DOBRO POZNATI PORTOVI
(WELL KNOWN PORTS)

Port Number Range Port Group

0to1023 A Well Known (Contact) Ports

1024 to 49151 * Registered Ports

49152 to 65535 Private and/or Dynamic Ports
Well Known TCP Poris Well Known UDP Ports:
21 FTP 69 TFTP
23 Telnet 520 RIP
25 SMTP

Well Known ili Registered Port ??{} I::-Epi; Well Known TCP/UDP Common Ports:

Number oo
194 Internet Relay Chat {IRC) 161 SNMP

— 443 Secure HTTP (HTTPS) 531  AOL Instant Messenger, IRC

Sowrce Port (16 bits) Destination Port (16 bits)

Well Known Ports (Brojevi od 0 do 1023)

* Reservisani su za najpoznatije mrezne servise

—
e Klient: TCP destination port

‘ Source Port (16 bits) ‘\ Destination Port (16 bits)
* Server: TCP source port estination Po its




REGISTROVANI PORTOVI

Port Humber Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 A Registered Ports
49152 to 65535 Private andior Dynamic Poris
Registered TCP Ports: Well Known TCP Ports
1863 MSHN Messenger 1 FTP
8008 Altermate HTTP 23  Telnet
8080 Alternate HTTP 26 SMTP
Registered UDP Ports: &0 HTTP
1812 RADIUS Authentication Protocol 110 POP3
2000 Cisco SCCP (VolP) 194 Internet Relay Chat (IRC)
5004 RTP (Voice and Video Transport Protocol) 443 Secure HTTP (HTTPS)

5060  SIP (VolP) Well Known TCP/UDP Common Ports:

Reqistered TCR/UDP Common Ports: 53 DHS
1433 MS 5QL 161 SHMP
2948 WAP (MMS) 531 AODL Instant Messenger, IRC

* Registrovani Portovi (Brojevi od 1024 do 49151)
— Zadaju se aplikacijamaili korisni¢kim procesima.
— Rec je o aplikacijama privatnih kompanija



DODELA PORTA

Port Number Range Port Group

0to 1023

1024 to 49131
49152 to 65535

—

Sowrce Port (16 bits)

Diestination Port (16 bits)

Private/Dynamic Port
Number

Well Known ili

Registered Port

Well Known (Contact) Ports

Reqgistered Ports

Private and/or Dynamic Ports

_‘

Source Port (16 bits) Destination Port (i & bits)
Well Known ili Private/Dynamic Port
Registered Port Number

* Dynamic ili Private Ports (Brojevi od 49152 do 65535)
— Obicno se dinamicki zadaju klijentskim aplikacijama

* Client: TCP source port Server: TCP destination port
— Moze da ukljuci opseg Registered Ports (Brojevi od 1024 do 49151)




PRIMER DODELE PORTA APLIKACHI

Client TCP Header

15 _16 31

16-bit Source Port Number 102# 16-bit Destination Port Number 23
bl Seduence Number « Klijent 3alje TCP segment:
32 bit Acknowledgement Number _ Dest|nat|0n POFt 23 (We”
4bitHeader | 6-bit  |J AP RS[F >
Length (Reserved) 2 E a ? ; :\1 16-bit Window Size known port)
16-bit TCP Checksum 16-bit Urgent Pointer - SO urce Port' 1028 ( Dyna m IC
Port koji zadaje klijent)

Options (if any)

Data (if any;
Data za Telnet

Klijent !

Server




PRIMER DODELE PORTA APLIKACHI

Server TCE Il-GIeader

0 31

FOZSG-bit Destination Port Number

23 16-bit Source Port Number

 Server Salje TCP segment:

32-bit Sequence Number

— Destination Port: 1028 (Well

known pO rt) 32 bit Acknowledgement Number
_ . 1 h “bi d “bi UA PR S[F
Source Port: 23 (Dynamlc ) Lte:'geti y (Reeser\:ed) ASINEINN 16-bit Window Size

Port koji zadaje klijent)

16-bit TCP Checksum 16-bit Urgent Pointer

Options (if any)

Data za Telnet

Klijent




USPOSTAVLIANJE VISE SESIJA

— = —— . — .
é CISCO. Systems, Inc - Windows Inteﬁt E_xpk;er el of e ) & TelePresence - Cisco Systems - Windows Internet Explorer = |
% % http://www.cisco.c v ‘1| X_] Google @u v | http://cisco.com/er v |44 | X ||| Google A
- . — — - . : - —_
¢ 4 [db Cisco Systems, Inc | R Yo B0 ¢ dhf |usls TelePresence - Cisco Sy... [ ‘ 2 v B v & v [Page~
Ay 49888 dule 49890
cisco cisco
|3 = > r
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C:\Users\Dusan>netstat -n

Active Connections

Source Port
Local Address
192.168.1.101:49888
192.168.1.101:49890

Proto
TCP
TCP

TCP
ili
UDP

Source IP

Destination Port Connection State

State
TIME WAIT
TIME WAIT

Foreign Address l
198.133.219.25:80
198.133.219.25:80

Destination IP




192.168.1.101

L3
*

172.16.5. 5

Source Port

SOCKET

=TT Sta obezbeduje da svaka konekcija bude jedinstvena?

Konekciju definisu sledeci parovi:
— Source IP address, Source port (Klijent - Server)
— Destination IP address, Destination port (Server — Klijent)

Destination

Port

198.133.219.25

! Source Port WWW.Cisco.com
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SOCKET

192.168.1.101
R Source Port Destination 198.133.219.25

Port

"" 49888 E 80

WWW.CiSCo.com

 Kombinovanjem broja porta na transportnom sloju i IP adrese na
mreznom sloju se na jedinstven nacin identifikuje aplikacija koja se
izvrsava

— Kombinacija IP adrese i broja porta zove se socket.

* Komunikacija(flow) izmedu dve aplikacije se na jedinstven nacin
identifikuje koristeci izvornu i odredisnu IP adresu i brojeve porta zove se
socket pair.



192.168.1.101

SOCKET

“{ 49888

~. source Port Destination 198.133.219.25

Port

WWW.CISCO.com

* Socket na klijentskoj strani ukljuCuje izvorisnu IP adresu i izvoriSni broj porta
— 192.168.1.101:49888

* Socket na Web serveru ukljucuje odredisnu IP adresu i odredisni broj port:
— 192.133.219.25:80

 Kombinacija ova dva socket-a zove se socket pair:
— 192.168.1.101:49888, 192.133.219.25:80




PRIKAZ KONEKCIJA NA RACUNARU

’; Google - Microsoft Internet Explorer =100
File Edit Wiew Favorites Tools Help | o
OBack > N ﬂ E . |/ Search , Favorites @| =
Address Ie_-}'] http:/fww.google,com/ j ﬂ Go | Links ”| Hisnaglt
Google - | | [Clsersn - | @M P Drobeced » [ -
Personalized Home | Sign in ;l
Google
TCP e CYWINDOWS\system32\cmd.exe
ili C:srnetstat —n
Ut ive Connections

Local Addyess

172 _17.158_.112:1833
172_17.158_.112:14A34
172 _17.158_.112:1842
172.17.158.112:18508
172.17.158.112:16869
17217 .15 1121332
172.17.158.112:1333
172 497 A5 _ 112=173734
172.17.158.112:1335
172.17.158.112:1336

Proto
TICP
TICP
TCP
TGP
TGP
TLGEF
TGP
TP
ICP
TCP

’; Cisco Systems, Inc - Microsoft Internet Explorer

File Edit View Favorites Tools Help

OBack > B |£| |§| ; ‘ / | Search v\ Favarites {Fﬁ |
Address Iej http:/few, cisco. com, j ﬂ Go
C:).J_g'e-l jl () Search - | @New! by g\'_'lﬂbl

Cisco SYSTEMS

Foreign 'Address
172.16.1 .44:524
172.16.1 .44:524
205 _.188.9.73:5198
64.12_165.95:5198
207 .62 _.185_148:143
1YH. 134419 . L5 81
198.133.219_25:808
198 4133 2419 2L =RA
64.154_88.254:80
66.182_7.99:-88

Log In | Register I

State
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

 Napomena: Kada ucitavamo web stranu i njene objekte obicno se uspostavljaju

nekoliko TCP sesije.



DOBRO POZNATI PORTOVI

Hypertext Transfer Protocol (HTTP) - TCP Port 80

HTTP Secure (HTTPs) - TCP Port 443
Simple Mail Transfer Protocol (SMTP) - TCP Port 25

Post Office Protocol (POP) - TCP Port 110
Telnet - TCP Port 23

File Transfer Protocol (FTP) - TCP Ports 20 & 21
Trivial FTP (TFTP) - UDP 69

Domain Name System (DNS) - TCP/UDP Port 53
Dynamic Host Configuration Protocol (DHCP) - UDP Port 67 & 68

http://en.wikipedia.org/wiki/List of TCP and UDP port numbers



http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

TRANSPORTNI SLOJ

Application FTP HTTP SMTP Telnet TFTP SNMP DHCP DNS
Layer
1 1 1 1 1 1 1 1
20& 21 80 25 23 69 161 67 & 68 53
| | | | | | | |
Transport
TCP UDP
Internet |
Layer
Network ‘
Access
Layer LAN / WAN




NADGLEDANJE KONEKCUA

e CYWINDOWS\system32\crd.exe

C:wrnetstat —n
Active Connections

Proto Local Address Foreign Address State

TCP 172 .17.1568.112: 172 .16.1.44:524 ESTABLISHED
ICP 172 .17.158.112: 172.16.1.44:524 ESTABLISHED
TICP 172 .17.158.112: 205 188 _.9.73:5198 ESTABLISHED
TCP 172 _.17.158.112: 64.12_165.95:5178 ESTABLISHED
TICP 172 .17.158.112: 207 .62 .185.1408:143 ESTABLISHED
TCP 172 .17.158.112: 198.133.219_.25:808 TIME_WAIT
ICP 172 .17.158.112: 178.133.219.25:88@ ESTABLISHED
TICP 172 .17.158.112: 178.133.219.25:8@ ESTABLISHED
TGP 172_.17.158.112: 64.15%4_88_254:88 ESTABLISHED
ICP 172 .17.158.112: 66 . 182 .7.97:808 ESTABLISHED

N

Ne identifikovane TCP konekcije mogu da izazovu bezbedonosni problem jer
mogu da oznace da je neko konektovan na vas racunar.

Nepotrebne TCP konekcije mogu da izazovu prilicno koriséenje sistemskih resursa
sto dovodi do pada performansi hosta.

Netstat se koristi da proverimo koje su otvorene sesije kada primetimo da su
nam performanse narusene.

— Netstat Security Podcast

— TCPView


http://aolradio.podcast.aol.com/sn/SN-049.mp3
http://aolradio.podcast.aol.com/sn/SN-049.mp3
http://aolradio.podcast.aol.com/sn/SN-049.mp3
Tcpview.exe

